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Sri Lanka CERT (Pvt.) Ltd. 

Procurement of Communication Consultancy Services for Sri Lanka CERT 

(CERT/GOSL/CON/IC/2025/08) 

 

Sri Lanka CERT, the institution which has the mandate to protect the cyber space of Sri Lanka, is 

currently implementing the nation’s first information and cyber security strategy. This strategy was 

approved by the Cabinet of Ministers to be implemented over five years from 2019. In line with the 

implementation of the National Strategy, an awareness strategy on cyber security shall be developed and 

implemented to increase the awareness of government officers, businesses, and the general public on 

various aspects of cyber security including personal security, social media security, and information and 

cyber security initiatives. Sri Lanka CERT, therefore, aims to hire a qualified and experienced individual 

consultant to develop and implement an awareness strategy on cyber security. The duration of the 

assignment is 15 months.  

Eligible Individual Consultant may submit their response (as specified in the Terms of Reference) 

electronically to procurement@cert.gov.lk or by hand delivery or by post to Chief Executive Officer, Sri 

Lanka CERT (Pvt.) Ltd, Room: 4-112, BMICH, Colombo 7, to be received on or before 1500 Hrs on 

18.09.2025. The envelope containing response should be marked “Procurement of Communication 

Consultancy Services for Sri Lanka CERT”. The detailed “Terms of Reference (TOR)” is available on the 

procurement tab of https://www.cert.gov.lk/ website. 

 

 

 Chief Executive Officer 

Sri Lanka CERT (Pvt.) Ltd 

Tel: +94 11 269 1692, Fax: +94 11 269 1064 

email: procurement@cert.gov.lk, Web site: www.cert.gov.lk  

 

 

 

mailto:procurement@cert.gov.lk
https://www.cert.gov.lk/
mailto:procurement@cert.gov.lk
http://www.cert.gov.lk/
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Terms of Reference 

Procurement of Communication Consultancy Services  

for Sri Lanka CERT 

 

1. Background 

Sri Lanka CERT, an institution that has the mandate to protect the cyberspace of Sri Lanka, is currently 

implementing the nation’s first information and cyber security strategy. This strategy was approved by the 

Cabinet of Ministers to be implemented five years from 2019.  

In line with the implementation of the National Strategy, an awareness strategy shall be developed and 

implemented to increase the awareness of government officers, businesses, and general citizens on 

various aspects of cyber security including personal security, social media security and government 

initiatives on digital transformation. Sri Lanka CERT, therefore, aims to hire a qualified and experienced 

consultant to conduct all media reaching large audiences, including TV, radio, and online platform. 

2. Objectives 

The objectives of this consultancy are as follows:  

a. Develop and implement the cybersecurity awareness strategy with Sri Lanka CERT to promote 

information and cyber security, and social media security among citizens, and government 

officers.  

b. Implement the strategy using electronic media, printed media, social media, and physical modes 

to promote cyber security and enhance Sri Lanka CERT's image and reputation through effective 

communication channels.  

 

3. Scope of Work 

The consultant will be responsible for the following tasks. 

a. Conduct a thorough assessment of the scope of the activities, existing communication practices 

and channels, national strategies, and policies of Sri Lanka CERT.  

b. Develop and implement the detailed awareness strategy to fulfill both internal and external 

communication objectives. The target audience shall be government officers, the general public 

(school children, rural citizens, senior citizens, vulnerable communities), and the business 

community.  

c. Leverage a diverse range of communication channels including conducting awareness sessions 

across the country, presenting on TV and Radio channels, posting on websites and social media, 

printing in newspapers and in-person awareness.  

d. Consultant is required to design and develop own content in consultation with staff of Sri Lanka 

CERT to meet the above objectives. 
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e. Table below summarizes expected deliverables.  

# Activity Details 

1 Social Media 

Posts 

(Regular 

Awareness) 

Social media posts on various aspects of cyber security (12 

(Sinhala 4, English 4, Tamil 4)) per month * 15 months)  

- Design the story and content, Translate to local languages 

- Develop final content in local languages and provide them to 

Sri Lanka CERT media unit to publish on social media 

2 Social Media 

Posts (On 

Demand) 

Social media posts on various aspects of cyber security (minimum 

3 per month) 

- Design the story and content, Translate to local languages 

- Develop final content in local languages and provide them to 

Sri Lanka CERT media unit to publish on social media 

3 Monthly 

Newsletters  

Design, develop, and print newsletters (trilingual) (3 (Sinhala, 

Tamil & English) *15 = 45 newsletters during the contract period) 

and guide Sri Lanka CERT media unit to design them in A4-double 

sided 

- Content writing (Sinhala - 15) 

- Translate to English and Tamil (15 * 2) 

- Printing 60 newsletters copies per month * 15 months (Sinhala 

35, English 10, Tamil 15) 

4 Video Clips 

(Regular 

Awareness) 

Two to three minutes’ video clips on cyber security in Sinhala and 

Tamil (60 during the contract period) and guide Sri Lanka CERT 

media unit to produce them in Sinhala & Tamil. 

- Concept design, storyboard, and script development 

5 In-person 

awareness 

With the support of Sri Lanka CERT staff, design, develop and 

organize in-person awareness on cyber security to government 

officers, the general public (including school children, rural 

citizens, senior citizens, vulnerable communities), and the business 

community. 

- 2 in-person awareness sessions per month * 15 months (30 

during the contract period) 

6 TV & Radio 

Programs 

Conduct TV and Radio programs (18 during the contract period) 

- Preliminary work: script development 

- Subject Experts Allocation (Resource Persons of Sri Lanka 

CERT) 

- Broadcast 

7 Press Release  Press release of cyber security events conducted (30 during the 

contract period) 

- Content writing (Sinhala) 

- Translate to English and Tamil 

- Broadcast 
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f. Coordinate and manage media relations. This involves building relationships with journalists and 

media outlets, drafting press releases and media advisories, organizing media interviews, and 

monitoring media coverage.  

g. Support the Sri Lanka CERT in organizing and promoting events, workshops, and conferences. 

This includes developing event communication plans, producing promotional materials, 

managing event-related media relations, and coordinating post-event communications. 

h. Monitor and evaluate the effectiveness of communication activities. This includes tracking and 

analyzing communication metrics, such as website traffic, social media engagement, media 

coverage, and stakeholder feedback. The consultant should provide regular progress reports and 

make recommendations for improvement based on the evaluation findings. 

i. During the contract period, the consultant is required to spend 24 hours (minimum) per week for 

on-site work at the Sri Lanka CERT office. 

4. Deliverables and Payment Schedule 

# Activity Details Payment Delivery 

Period 

1 Social Media 

Posts 

(Regular 

Awareness) 

* 

Social media posts on various aspects of 

cyber security (12 (Sinhala 4, English 4, 

Tamil 4)) per month * 15 months)  

- Design the story and content, Content 

writing (Sinhala) 

- Translate to English and Tamil 

- Develop final content/posts in local 

languages and provide them to Sri 

Lanka CERT media unit to publish on 

social media 

15% of the Contract 

value 

 

12 posts per 

each month 

(Oct 2025 to 

Dec 2026) 

2 Social Media 

Posts (On 

Demand) 

* 

Social media posts on various aspects of 

cyber security (minimum 3 per month) 

- Design the story and content, Content 

writing (Sinhala) 

- Translate to English and Tamil  

- Develop final content/posts in local 

languages and provide them to Sri 

Lanka CERT media unit to publish on 

social media 

15% of Contract 

Value 

 

 

3 posts per 

each month 

(Oct 2025 to 

Dec 2026) 

3 Monthly 

Newsletters 

 

Design, develop, and print newsletters 

(trilingual - Sinhala, Tamil & English) 

*15 = 45 newsletters during the contract 

period) and guide Sri Lanka CERT media 

unit to design them in A4-double sided 

- Content writing (Sinhala) 

- Translate to English and Tamil 

- Printing 60 newsletters copies per 

month (Sinhala 35, English 15, Tamil 

20% of the Contract 

Value 

Oct 2025 to 

Dec 2026 

3 newsletters 

per month – 

Sinhala, 

Tamil and 

English (Oct 

2025 to Dec 

2026) 
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15) * 15months  

4 Video Clips 

(Regular 

Awareness) 

* 

Two to three minutes’ video clips on 

cyber security in Sinhala and Tamil (60 

during the contract period) and guide Sri 

Lanka CERT media unit to produce them 

in Sinhala & Tamil 

- Concept design, storyboard, and 

script development 

15% of the Contract 

value 

Oct 2025 to 

Dec 2026 

4 video clips 

per month 

(Sinhala & 

Tamil) 

5 In-person 

awareness 

* 

Design, develop and organize in-person 

awareness on cyber security to 

government officers, the general public 

(including school children, rural citizens, 

senior citizens, vulnerable communities), 

and the business community. 

2 in-person awareness sessions per month 

* 15 (30 during the contract period) 

10% of the Contract 

value 

2 in-person 

awareness 

per month 

(Oct 2025 to 

Dec 2026) 

6 TV & Radio 

Programs 

** 

Conduct TV and Radio programs (18 

during the contract period) 

- Preliminary work: script development 

- Broadcast 

15% of the Contract 

value 

Oct 2025 to 

Dec 2026 

7 Press Release 

* 

Press release of cyber security events 

conducted (30 during the contract period) 

- Content writing (Sinhala) 

- Translate to English and Tamil 

- Broadcast 

10% of the Contract 

value 

Oct 2025 to 

Dec 2026 

 

Notes: 

* - Cost of conducting workshops, awareness sessions, generating graphics, videos & artworks shall be 

borne by Sri Lanka CERT. 

** - TV & Radio programs shall not create an additional expenditure to Sri Lanka CERT. Consultant 

shall obtain free of charge air time as possible.  

All the other expenses other than mentioned above shall be borne by the consultant. 

The consultant fee will be subject to applicable government taxes, and payment will be made after the 

deduction of such taxes. 

 

5. Timeline and Duration 

The consultancy is expected to commence on the 1st of October 2025 and conclude on the 31st of 

December 2026.  
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6. Qualifications and Experience  

  

• Experience in conducting in-person cyber security, ICT, technology awareness 

• Excellent written and verbal communication skills in English/Sinhala 

• Minimum 5 years of experience in TV, and News Media  

• Should possess strong relationships with mass media channels 

• Demonstrated ability to create compelling content tailored to diverse target audiences.  

• Demonstrated experience writing news articles 

• Demonstrated experience in working ICT-related programs in digital and social media  

• Bachelor’s degree in a related field 

• Strong understanding of various communication channels, including digital media, social media 

platforms, and traditional media.  

• Familiarity with monitoring and evaluation techniques to assess the impact of communication 

activities. 

• Ability to work independently, meet deadlines, and manage multiple tasks effectively. 

• Consultant shall physically be present at Sri Lanka CERT in conducting duties and functions of 

this ToR and required to maintain minimum of 24 hours per week (weekdays) during the contract 

period. 

 

 

7. Proposal Submission 

Interested consultants are requested to submit the following documents:  

o A cover letter  

o Detailed curriculum vitae (CV) highlighting relevant experience and qualifications as mentioned 

in section 6.  

o Proposal covering the scope of service as specified in sections 2, 3 and 4. 

o Samples of previous work related to this domain.  

o Financial proposal (including the consultant's daily rate or consultancy fee, and an estimate of 

anticipated expenses) as per the Table of Section 4. The Consultant shall bare the entire cost of 

work of the assignment.  
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CURRICULUM VITAE (CV) 

{Notes shown in brackets {  } in italic should not appear on the final document to be submitted}   

Position /Title   

Name of Consultant:  {Insert full name} 

Date of Birth: {day/month/year} 

Country of Citizenship/Residence N/A 

 
Academic Qualification: {List college/university or other specialized education, giving names of 

educational institutions, dates attended, degree(s)/diploma(s) obtained} 

______________________________________________________________________________ 

______________________________________________________________________________ 

Professional Qualification: {List professional body, certification, certification no, date of certification 

obtained} 

______________________________________________________________________________ 

______________________________________________________________________________ 

Professional Membership: {List professional institutes, type of membership, membership no} 

______________________________________________________________________________ 

______________________________________________________________________________ 

Experience: {List years of experience in content development, mass communication and media domain, 

contribution to IT or cyber security domain at National and International level, experience implementing 

communication, awareness related Strategies/Frameworks, Policies, Curriculum Development, 

Guidelines across multiple verticals, and, experience in teaching, training, and conducting workshops in 

the aforementioned modules, etc…} 

______________________________________________________________________________ 

______________________________________________________________________________ 

Employment record relevant to the assignment: {Starting with present position, list in reverse order. 

Please provide dates, name of employing organization, titles of positions held, contract amount, types of 

activities performed and location of the assignment, and contact information of previous clients and 

employing organization(s) who can be contacted for references. Past employment that is not relevant to 

the assignment does not need to be included.} 

Period Employing organization and 

your title/position. Contact 

information  for references 

Country  Summary of activities 

performed relevant to 

the Assignment 

{e.g., May 2012-

present} 

{e.g., Ministry of ……, 

Advisor/Consultant to… 

For references: Tel…………/e-

mail……; Mr………….., 

Director General} 

  

{e.g., From Jan 2010 

to May 2012} 
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Publications: (if any) 

 

1. ___________________________________________________________________________ 

 

2. ___________________________________________________________________________ 

 

3. ___________________________________________________________________________ 

 

Language Skills:  

 

Language Excellent Good Basic None 

Sinhala      

Tamil     

English     

Note: Please tick in relevant box 

 

Adequacy for the Assignment: 

Detailed Tasks Assigned on Consultant:  

 

Reference to Prior Work/Assignments that 

Best Illustrates Capability to Handle the 

Assigned Tasks 

Experience as a consultant  

Experience as a consultant in assignments of 

similar nature  

 

 

Consultant's contact information: (e-mail …………………………………, phone………………) 

 

Certification: 

I, the undersigned, certify that to the best of my knowledge and belief, this CV correctly describes myself, 

my qualifications, and my experience, and I am available to undertake the assignment in case of an award. 

I understand that any misstatement or misrepresentation described herein may lead to my disqualification 

or dismissal by the Client, and/or sanctions by the Bank.  

 

        

---------------------------------------------    ------------------------------------ 

Name of Consultant                   Signature      

 

                                                                                                          Date:------------------------------- 

                                                                                                          {day/month/year} 


